DATA SECURITY
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Most companies don’t even know how much data
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IN TODAY’S HYPER-CONNECTED WORLD, DATA
PROLIFERATES AND SPREADS INSTANTANEOUSLY.
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DO YOU KNOW
WHERE ALL OF
YOUR DATA IS?

DATA SECURITY

Before you can improve your data security, you have
to know what data you have, where it is located and the
extent to which it is currently being protected. That’s
why BTB recommends establishing a data governance
program. Conducting a data inventory and assessment
on a regular basis is a critical part of that program.
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WHEN INVENTORYING
YOUR DATA YOU SHOULD:
STEPS
1.

Determine the kind of data you have, as well as
other types of data you routinely collect, update
and store. Classify the data in terms of sensitivity,
which will determine the level and effort of
protection. Is it public, confidential or privileged? Do
you keep personally identifiable data of employees
or customers? (Virtually all human resources and
finance departments keep information like Social
Security numbers on all company employees as well
as independent contractors.) Are you holding credit
card numbers and bank account numbers? What
about your business’s proprietary data, including
financial numbers, intellectual property and trade
secrets? In addition, categorize the information
in terms of the type of data, such as personally
identifiable information (PII), personal health
information (PHI), payment card information (PCI)
and intellectual property.

2.

How many employees store copies of data on 		
their laptops, smartphones, tablets, thumb drives, or
even on their home PC?
Is it all in your own servers onsite?
What about your data backups?
Do you use co-location sites for business continuity
and disaster recovery?
How much of your data is in the cloud?
Is it a public cloud provider?
In a recent survey by CapGemini, almost half (49
percent) of executives said cybersecurity incidents
through cloud services have increased by 17 percent.
Indeed, one of the latest high-profile data breaches
– the theft of the data of 106 million customers of
Capital One – was from the Amazon Web Services
cloud, allegedly by a former Amazon employee.
If you’re a manufacturer or an industrial company,
do you have sensors, cameras or other end-point
devices that store data locally? A recent study by
the Ponemon Institute reports a dramatic increase
in Internet-of-Things-related data breaches because
of unsecured IoT devices or applications. These
breaches rose from 15 percent in 2017 to 26 percent
this year. In the CapGemini report, some 42 percent
said that cybersecurity incidents have increased
through Internet of Things devices, with the average
increase being 16 percent.
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BTB has a run-down of other regulations here. It’s
important to stay up-do-date, because an increasing
number of states are instituting their own data
privacy laws. The California Consumer Privacy Act,
for example, goes into effect January 1, 2020.

You’ll want to take note of:
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Identify which regulations and laws apply to specific
data sets. This could depend on your industry:
in retail, for example, it would be Payment Card
Industry Data Security Standard (which discourages
businesses from storing credit card data). In
healthcare, it is the Health Insurance Portability
and Accountability Act. In education, it is the Family
Educational Rights and Privacy Act.

Identify all places that data, including copies, is
stored and reduce that number. The fewer places
data can be found, the lower the odds that a hacker
will find it. This can be done manually, in which case
IT staff physically examines and tags data, but there
are also automated methods.

© 2019 BTB SECURITY

Decide whether you actually need to keep all of this
data. The best insurance against data loss or theft is
to not have it in the first place. For example, if you
sell to consumers, you may decide to discard credit
card information after each transaction.

3.

STEPS
4.

DATA SECURITY

WHEN INVENTORYING
YOUR DATA YOU SHOULD:
(CONT.)

Determine how the data in each place is
being protected or should be protected, both
electronically (through encryption or multi-factor
authentication, for example) and physically (locked
doors at your data center.) Do you have policies on
what data employees can store where, and under
what conditions? Have your employees been trained
on those policies recently? What are your co-location
center’s security practices? Do they comply with
NIST’s Cybersecurity Framework? What security
standards does your cloud service provider meet?
(If you do business with the federal government, for
example, it should comply with FedRAMP.)

5.

Determine who has access to what data and
examine how that access is controlled and
monitored. All employees should not be able to
access all data. Rather, IT should implement access
controls so that only the CFO and other executives
can see raw sales and revenue numbers, for example.
You might even limit most employees’ ability to copy
data. Physical entry to the server room should be
limited to only certain IT people. In all cases, the
more sensitive the data, the tighter access controls
should be.
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Finally, institute a plan to repeat and update your data
inventory at least once a year. Data tends not to stay
where it is put, despite the best policies. And new data is
constantly being collected, created, modified and moved.
This process takes time, careful thought and significant
investigation, which is why most companies don’t do
it. But it is the bedrock of an effective data security
plan. What you learn through the process gives you
the information you need to make important decisions
unnecessary risks that you don’t even know you’re taking.
You may discover, for example, that you are not keeping
adequate, up-to-date copies of critical data needed to
keep your business up and running. This could leave you
highly vulnerable to being shut down by a ransomware
to organizations of all sizes. And, it will illustrate the

Know what data you have

•

Determine who has access

•

Identify locations and reduce
numbers of data copies

•

Evaluate adequacy of security
levels of data

•

Keep current on relevant
regulations

importance not only of having strong data-governance
policies, but of training all employees in those policies.

For an assessment of your data security,
including advice on how to conduct a
data inventory, visit btbsecurity.com

BTBSECURITY.COM

•

ALL RIGHTS RESERVED

attack, which are happening with increasing frequency

Five Steps to
Data Safety
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about how to manage your risks. It can uncover the

