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CCPA WILL BE ENFORCEABLE
AS OF JANUARY 1, 2020
Within the CCPA there are specific protections for
California residents and their DATA. This DATA is
commonly referred to as “PII”(Personally Identifiable
Information), and is defined in California Civil Code
50,000 sources (Persons, Devices, Households) as well
as organizations with an annual revenue of $25 Million
or more are subject to the Act and will need to follow
the compliance requirements.

HOW DOES THIS LEGISLATION
IMPACT IT SECURITY
DEPARTMENTS?
Under CCPA, businesses are required to implement

WHAT IS CCPA?

information. A breach signifies a violation of the CCPA
1798.108, 1798.109, and 1798.111. And, if the business
has not implemented security procedures and practices
appropriate to the nature of the DATA to protect it from

establishes the ownership of data specific to the

unauthorized disclosure, they are in violation of the Act.

individual consumer (referred to as DATA throughout

Without a definition of what constitutes “reasonable

this document), including the right to know what

security measures” within the California Civil Code(s),

information is being collected and how it is being used.

organizations will be challenged to defend their

The Consumer also has the right to deny the sale of

practices. Adding further potential legal exposure, the

their personal information, and the act specifically

Act includes the ability to invoke a twelve (12) month

states that a consumer’s refusal of permission shall not

look back, which can be problematic for companies that

impact the level of service they are provided.

have not already implemented such capabilities.
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“reasonable security measures” to safeguard personal
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A GUIDE TO
NAVIGATING
THE CCPA

1798.81.5. Organizations that process DATA from

If your business collects consumer
DATA, BTB recommends that your
IT Security Department conduct
a review and develop a plan that
includes the following:
1. Identify all locations where DATA is stored
2. Map the flow of DATA
3. Outline how the fundamentals of information
security is applied to DATA? (see NIST CSF,
ISO2700X)
4. Detail control measures around DATA access

These steps can help you determine reasonable
measures that should be taken and can guide
you as you begin to establish and implement best
practices to protect your DATA and your business.

WE CAN HELP.
BTB Security provides expertise and services that

CA CONSUMER PROTECTION ACT (CCPA)

BTB RECOMMENDATION

help organizations understand their security gaps,
collaborate to identify and implement reasonable
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security measures, and move their organizations
towards compliance with ever-changing regulations
including the CCPA.

5. Identify the location and access for DATA
back-up files
6. Outline encryption protocols for both
DATA at rest (DAR) and in transit (DIT)
7. Specify maintenance process for
encryption keys
8. Define processes and tools to monitor
access to DATA
9. Outline process and tools to identify
unauthorized use of DATA
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