UNDERSTANDING CMMC:
WHAT IT IS AND HOW
IT MAY AFFECT YOUR
BUSINESS
WHAT IS CMMC?
CMMC AT A GLANCE
■

CODIFIED JULY 2019.

■

TOOK EFFECT JANUARY 1, 2020.

■

DFARS REQUIREMENT AS OF
NOVEMBER 30, 2020.

■

THE CMMC APPLIES MORE
BROADLY, AND TO MANY MORE
ORGANIZATIONS, THAN AT
FIRST GLANCE.

■

UNDERSTANDING CONTROL
GAPS NOW SAVES EFFORT AND
SCRAMBLING LATER.
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Announced in July 2019 and going into effect
January 1, 2020, the Cybersecurity Maturity Model
Certification (CMMC) further evolves Federal
requirements for organizations that process or store
Controlled Unclassified Information (CUI). Historically,
Department of Defense (DoD) contractors could "selfassess" against control-sets such as NIST SP800-171;
however, a series of damaging, and avoidable, data
breaches prompted more stringent reviews now
conducted by certified assessors. The CMMC builds
on NIST SP800-171, adding a handful of requirements,
outlines the process for certification, and describes
both 'Processes' and 'Practices' that align with
increasing maturity levels. Contractors are no longer
merely encouraged to comply but required, and
now must design, implement, and maintain a mature
Cybersecurity Program that has been validated by
independent, qualified assessors.
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WHAT DOES CMMC MANDATE?
The CMMC outlines 17 Control Domains, 43 Capabilities, and 171 individual practices
(controls) across five (5) levels of increasing maturity. Any organization familiar
with common Information Security Frameworks such as the NIST CSF or ISO 2700x
will recognize the domains, such as Access Control and Incident Response, to name
two. Each maturity level builds upon the previous, requiring an organization to
demonstrate the institutionalization of the process as well as the implementation
of specific practices.

LEVEL 3

Includes another 58 practices and is the initial benchmark target
established by the CMMC as "Basic Cyber Hygiene" to protect CUI.

LEVELS 4 & 5

"Proactive" and "Advanced/Progressive" respectively, are intended as
a goal for mature organizations to work toward in the near-term while
highlighting practices likely to be required at lower maturity levels in
future versions of the CMMC.
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Functions as an intermediary or "stepping stone" level, adding 72
practices to demonstrate "Intermediate Cyber Hygiene."
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LEVEL 2
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LEVEL 1

Defines "Basic Cyber Hygiene" through 17 specific practices and will be
required for any organization accessing Federal Contract Information
(FCI), which is non-public information intended to assist bidders with
providing a proposal.

HOW COULD YOUR
BUSINESS BE IMPACTED?
At first glance the CMMC appears to apply to only those
organizations serving the Federal space; however, a key
differentiator for the CMMC when compared to previous
requirements is that it extends to all contractors/
subcontractors who process or store CUI. This likely
includes a large number of organizations not typically
bound by DoD cybersecurity requirements, such as
Manufacturing, Logistics/Transportation, and Service
Providers. And since the CMMC is rooted in NIST SP800171, already a well-respected standard, many organizations
will likely look to CMMC certifications from vendors and
business partners, further expanding the applicability and
relevance of the CMMC.
Mature organizations with strong Information Security
Programs will easily demonstrate their alignment to the
CMMC. However, those who have struggled to invest in
their cybersecurity posture in the past must quickly act
to understand control gaps, develop remediation plans,
and begin to address risks.

HOW BTB SECURITY CAN HELP

© BTB SECURITY

BTB Security is a CMMC Registered Provider Organization
(RPO) listed in the CMMC Marketplace and can assist
organizations with their CMMC programs. With core services
in managed detection and response, strategic advisory
services, penetration testing, and threat and vulnerability
assessments, BTB can help design, implement, and maintain
effective, CMMC-compliant Information Security Programs,
so our clients can keep their competitive advantage within
the DoD service provider space.
Sources:
DoD Informational Site - https://www.acq.osd.mil/cmmc/
Updates to the CMMC - https://www.acq.osd.mil/cmmc/updates.html
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For more on how BTB can improve
your security posture and maximize
existing security investments, visit us
at www.btbsecurity.com.

